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By now you’ve probably heard the hype surrounding 
the Internet of Things (IoT) and smart products. In 
a way, it’s analogous to the dawn of the desktop 
computer. Maybe the notion that computers would 
populate desks seemed implausible at first, but 
the new technology had significant impacts in time 
- everyone has some kind of desktop or portable 
device today. 

The Internet of Things may feel like an overused 
term, but it has real benefits for engineers, 
businesses, and consumers. IoT introduces 
countless opportunities to disrupt the status 
quo across top industries with reimagined 
products. It offers enormous quantities of product 
performance data, functions that improve consumer 
experiences, predictive maintenance possibilities, 
and new service lines, each paving new avenues for 
engineers to design better products.

In an increasingly connected world, engineers 
are uniquely positioned to steer the course of 
innovation by embracing IoT.

of companies from across 
industries are already 
exploring IoT.2

of C-Suite executives 
expect their company to 
be using IoT.2

of C-Suite executives 
believe that companies 
slow to integrate IoT 
will fall behind the 
competition.2

The IoT revolution
INTRODUCTION

Potential economic impact of 
up to $6.2 trillion by 2025.1

95%

63%

75%



In the United States alone, there are about 256,363 
manufacturing firms.3 That’s a lot of products being 
engineered and manufactured.

With the Internet of Things, those products (and the 
machines that make them) can communicate with you, 
their surroundings, and each other. Products are finding 
their voices, and it turns out they have a lot to say.

Smart products can...
•	 Sense their environment by collecting data about 

their surroundings
•	 Analyze big data and perform computations 

through software
•	 Connect to other things, allowing them to…
•	 Exchange data and commands with other things 4

The Internet of Things is constructing a future with 
an infrastructure of billions of smart, connected 
products – products that leverage data and 
communicate with each other to operate with 
increased productivity and efficiency.

Things are getting smarter. Are you?

Smart products
INTRODUCTION
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IoT is inevitably changing how engineers design 
products. While the mechanical engineer of the 
future needs the same foundation of technical skills 
and savvy for creative problem-solving as always, 
additional characteristics will soon be necessary.

The smart product 
mechanical engineer

INTRODUCTION

Smart with
sensors:
Comes equipped 
with key elements 
of smart products 
(like sensors). Knows 
how to incorporate 
smart technology 
in to designs.

Craves 
connection:
Considers possibilities 
for products to interact 
with other things.

Pioneers 
products:
Realizes the full 
potential of smart, 
connected devices. 
Seeks ways to create a 
better user experience 
with IoT technology in 
every product.

Makes
mechatronics:
Understands both 
mechanical and 
digital components 
of products, and can 
seamlessly integrate 
them in to smart devices.

Digs data:
Has access to real 
product performance 
data and leverages it 
in future designs. 
Better design = 
better engineering.
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WHAT IS IoT?
IoT is an industry buzzword, but what does it mean? Loosely, the Internet of Things references the growing 

network of smart, connected products. This network is impacting top industries and changing how things are 
designed, made, and used.



Any product directly used by a consumer is part of the consumer IoT. Some consumer products are already 
widely used, such as fitness tracking devices, smart watches, and home products (think of the Nest 
thermostat or the Apple Home Kit). It’s predicted that in 2016, 33% of adults will use some form of IoT in their 
home, as a wearable, or in their car, and this group is only expected to grow.5

Consumer IoT
WHAT IS IoT?

Fitbit
Fitbit fitness tracking wearables track users’ daily 
activity, calories, heart rate, and sleep time. The 
device connects to a phone application, so owners 
can closely monitor all the data generated.

Rachio lawn-watering system
With sensors and an internet connection, Rachio 
gathers data such as weather forecasts, soil and 
plant types, and sun exposure in order to customize 
a watering schedule. An app connected to the 
physical device enables users to control the system 
remotely and check in at any time.
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https://nest.com/thermostat/meet-nest-thermostat/
https://nest.com/thermostat/meet-nest-thermostat/
http://www.apple.com/ios/homekit/
https://www.fitbit.com/store?utm_source=google&utm_medium=cpc&utm_campaign=20160101_F_US_A_DR_FT_00_2016DTASSEM_NA&gclid=CjwKEAjw7qi7BRCvsr3N58GvsTkSJAA3UzLvzbPFKoFKN0Vlx1nogF5c6KL-78jZZT4_XZKXjhZJkRoCbgHw_wcB
http://rachio.com/


The industrial IoT includes any product used by a company to deliver a good or service, such as factory 
machinery or industrial vehicles. The industrial Internet of Things (IIoT) unlocks new opportunities for better 
product design, improved customer satisfaction, increased uptime, and additional streams of revenue.

Industrial IoT
WHAT IS IoT?

ABB
ABB built remotely monitored spare parts lockers 
with integrated barcode and RFID scanners which 
were shipped globally to their customers sites 
stocked with spares. As parts are checked out of 
the lockers and used, the inventory can be tracked 
and trigger automated ordering processes to 
replenish the locker relieving spare shortages and 
streamlining the asset management process.

Premier deicers
Premier implemented an IoT solution on airplane 
deicers with a goal to increase efficiency, gathering 
data on system component performance, fluid 
pressure, flow, temperature, volumes and overall 
usage. With this information, downtime can be 
minimized by predicting component failure and 
ensuring fluid usage does not exceed supply levels.
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https://lineshapespace.com/industrial-internet-of-things-iot-terms/
http://autodeskfusionconnect.com/iot-customers/abb/
http://autodeskfusionconnect.com/iot-customers/premier-deicers/


The Internet of Things as it is known today had an 
inconspicuous start in 1999 with a tube of lipstick. 
Kevin Ashton of Procter & Gamble noticed that when 
he visited stores, one shade of P&G lipstick was 
always sold out. To understand why lipstick couldn’t 
stay stocked, Ashton had an idea: attach a RFID tag to 
the product, collect data from it with a wireless router, 
and use it to tell stores what’s on the shelf.

He coined the phrase the “Internet of Things” to refer 
to the network of devices connected to the internet 
that can collect and exchange data with the goal 
of achieving a better product experience. IoT is far 
from limited to drugstore shelves, with applications 
fundamentally transforming industries. In fact, the 
most valuable uses of IoT are found in the industrial 
rather than the consumer realm.

WHAT IS IoT?

Sense. Analyze.  
Connect. Exchange.
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HOW DOES IoT WORK?
What makes a smart product so smart? IoT devices have several unique features that set them apart from 

non-connected products.



CLOUD
The cloud stores, processes, and 
analyzes the data it receives with 
software. Rules programmed in 
software send messages to devices 
and users based on the data received.

Data is translated into 
actionable information 
and visualized on 
programs for users.

DATA
Data from the sensor is 
sent to the cloud via a 
communication protocol.

PRODUCT
The product is equipped with both mechanical and 
electrical components, including sensors. Sensors 
generate data about the device and its environment.

EXTERNAL INFORMATION
Data from external sources is also analyzed 
in the cloud, and software tells the physical 
product how to react to this information.

INSIGHTS
Data offers insights to engineers 
about real product performance.

VISUALIZATION
OF DATA
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The IoT process
HOW DOES IoT WORK?
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The physical IoT product consists of mechanical hardware, electrical hardware, and software.

Besides the mechanical enclosure of the product, there are key electronic aspects including sensors, data storage 
devices, and control software. These components are what make the “smart” part of smart products possible.

Data
storage Power

Controller

I/O

Electrical hardware

Sensors

Actuators

Misc. Output

Electro-mechanical hardware

Enclosure, 
mechanisms

Mechanical hardware

Control
software

Comms
software

UI
software

OS

Software

Product components
HOW DOES IoT WORK?

Courtesy of Diego Tamburini



Sensors
HOW DOES IoT WORK?

Sensors are not entirely new hardware, but 
declining prices and smaller sizes are acting as a 
catalyst to their widespread use. This affordability 
is partly responsible for the revolution of IoT.

Sensors are electro-mechanical hardware devices 
attached to a product that generate data about its 
environment. These small components can collect 
billions of gigabytes of information on nearly 
anything happening in or around a product.

Sensors are commonly used to gather data like:

•	 Pressure
•	 Temperature
•	 Vibrations
•	 Rotations
•	 Location
•	 Torque or force

•	 Voltage
•	 Light
•	 Motion
•	 Sound
•	 Humidity
•	 Weight

As an engineer designing for IoT, you will need 
to consider what data will be valuable to collect, 
and incorporate the necessary sensors early in the 
design process.
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After data is generated by sensors, it is transmitted between 
devices and to the cloud through communication protocols. 
Common protocols include Bluetooth, Wi-Fi, ZigBee, and cellular 
connections (3G, 4G, and LTE, for instance). While each protocol 
essentially serves the same purpose, they differ in typical distance 
range, power consumption, and means of internet connection.

A gateway is a bridge between devices that are capturing machine 
data and the Internet that serves two functions: 1) normalizing data 
from those devices to a standardized format, and 2) supporting 
communication to the Internet.

As an engineer designing smart products, you will need to design 
so that connectivity components are ruggedized, able to withstand 
industrial use. You will also need to take measures to ensure the 
security of data at each point in the transmission process. 

Connectivity
HOW DOES IoT WORK?
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GATEWAY

DEVICES

CLOUD

3G, 4G, LTE

Wi-Fi, ZigBee, Bluetooth



The massive amount of data generated by smart products is 
transmitted from the products to the cloud, the storage and 
computing facet of the device. In the cloud, data is securely 
stored, processed, and analyzed. It operates remotely and 
has basically unlimited storage capacities.

The IoT cloud component consists of software, a big data 
engine, an application platform, and a database.

•	 The software is the boss of the operation, monitoring 
and controlling product functions. Software adds 
value to hardware by converting unorganized data into 
actionable information

•	 The big data engine crunches the numbers – it analyzes 
incoming data and uncovers product insights.

•	 The application platform organizes and presents 
information – it enables visualization and access to data 
so users can see what their product is saying.

•	 The database stores information, aggregating and 
managing incoming data in real time.

Cloud
HOW DOES IoT WORK?

With the introduction of cloud technology into 
products, software and hardware must seamlessly 
complement each other. It’s likely that you’ve already 
designed products with control systems like PLCs 
and SCADA, but IoT is progressing this connectivity, 
communication, and control with more advanced 
capabilities and increasing integration of mechanical 
and electronic aspects.
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Also informing the cloud are external sources, including 
internet resources and business systems. 

External sources input information from the internet such as 
the weather, traffic, prices, social media, and maps. Business 
systems like CRM and PLM systems can also be integrated 
with the cloud.

This additional data is processed in the cloud along with 
data from sensors, all of which reveal further insights about 
product performance.

The incorporation of external sources into big data analysis 
feeds engineers additional information about the conditions 
surrounding a product. You can make decisions about the 
product’s operation based on this information, such as 
designing a machine to shut down when weather conditions 
decrease its efficiency.

External Sources
HOW DOES IoT WORK?

16   |     THE ESSENTIALS OF IoT FOR MODERN ENGINEERS



17   |     THE ESSENTIALS OF IoT FOR MODERN ENGINEERS

Data visualization platforms allow users 
to view information about the product and 
control it remotely.

These platforms create digital twins 
of the physical product, displaying 
information about the product’s 
conditons. They typically allow users 
to see trends in the operation of 
their products, compare devices, and 
track data points. Users can act upon 
information by sending signals through 
the cloud to the product, commanding 
devices to perform various functions.

With this kind of access, engineers 
gain a broader perspective of the 
product and how it is being used. You 
can track correlations in conditions 
and performance, and observe how 
modifying functions affects efficiency 
and productivity. These insights inform 
future designs, allowing you to make 
better products.

Data visualization
HOW DOES IoT WORK?
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WHY DOES IoT MATTER?
The benefits of IoT are huge - for consumers, for businesses, and especially for engineers. Making an IoT product 

doesn’t just reward the end-user, but each player in the production process as well.



A massive network of disruptive smart products will require learning new skills and adapting to changing 
industries, but the payoff will be great for engineers, businesses, and consumers. As a mechanical engineer, you 
will most immediately gain from closed loop design, while benefits such as increased consumer value, predictive 
maintenance, and new service lines ultimately involve the bigger picture of IoT for business operations.

Businesses can obtain new 
revenue streams with IoT 
by offering maintenance 
programs, remote 
monitoring services, and 
software updates that make 
improvements with product 
fixes and new features.

NEW
SERVICE LINES

Data about ambient 
conditions and 
product performance 
helps to prevent 
unplanned downtime 
as maintenance can be 
executed before failures 
occur. This increases 
customer satisfaction and 
machine uptime.

PREDICTIVE 
MAINTENANCE

Consumers have a better 
experience with products 
that can communicate 
valuable information with 
them. Smart products have 
a greater capacity to cater to 
the needs of users, adding 
convenience and flexibility 
with improved functions.

INCREASED
CONSUMER VALUE

Engineers can acquire a 
more complete picture of 
how products perform in 
the real world and apply 
these insights to improve 
future designs.

CLOSED LOOP
DESIGN

Better products, better world.
WHY DOES IoT MATTER?
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IoT programs create a digital twin of the physical product – a 
virtual representation of the device that illustrates the data 
surrounding it. By observing digital twins, you can follow 
the products through their lifecycle, gaining real product 
performance insights that can inform future projects. Before 
IoT, there was a way you thought a product would perform and 
a way you saw it perform in simulations and design software. 
Now, there is a way to see how a product actually performs by 
analyzing data gathered from smart devices. 

Imagine making 500 machines, each going to different 
factories around the world, operating under different 
conditions and being used in different ways. Digital twins of 
these machines reveal valuable information about how these 
variables affect the machines’ productivity and efficiency - you 
can see exactly how your product functions in reality. Next-gen 
designs or entirely new products can be improved based on 
information gathered from existing machines.

While closed loop design is the primary benefit engineers 
gain from IoT, it should be noted that increased consumer 
value, predictive maintenance, and new service lines are 
transforming business models and hugely impacting industry 
at a higher level.

Closed loop design
WHY DOES IoT MATTER?
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Product design
•	 As you design, consider how data can help inform 

your projects, and incorporate appropriate sensors 
early in the process.

•	 Products must be designed so that software and 
hardware seamlessly complement each other. IoT is 
advancing connectivity, communication, and control 
from systems like PLC and SCADA to devices with 
more capabilities and integration of mechanical and 
electronic aspects. 

•	 Design with upgrades in mind. When software is 
updated, mechanical aspects must be in place for 
the product to function correctly. Some mechanical 
functions might not be initially optimized, but 
these capabilities may be necessary when software 
is modified.

Key takeaways for engineers
WHY DOES IoT MATTER?

Profession
•	 Connectivity necessitates a meshing of digital 

and mechanical professions. As you design smart 
products, expect to work even more closely with those 
in electronic and digital professions to integrate 
components. Note that as smart products become 
more standard, holistic mechanical engineering 
will not only require increased cooperation across 
disciplines, but a greater breadth of knowledge that 
includes more technological expertise.

•	 Engineers who understand IoT and proactively seek 
ways to incorporate it into their projects will gain a 
broader perspective on what they make and how it is 
used, making them more valuable in the workplace 
and more marketable in their field. 

•	 You have the resources to realize the full capabilities 
of machines. Optimal productivity and efficiency 
have never been more attainable for those who 
leverage big data and actively think of ways to 
incorporate connectivity into products.

Mechanical engineers are positioned to be key players in the implementation of IoT into manufactured 
products. Remember these takeaways as you proceed with designing IoT devices:



Summary
CONCLUSION

IoT is the growing network of connected products that is changing 
manufacturing at a scope comparable to the Industrial Revolution. 
This transformation of industry opens opportunities for engineers 
to make better products by integrating electrical and mechanical 
aspects in designs and leveraging big data.

Closed loop design is the biggest benefit of IoT products for 
engineers, allowing you to follow products through their entire 
lifecycle. Insights gained from this system can result in future 
designs with improved functions and more capabilities.

The role of the mechanical engineer is taking a new form, but 
initial hardships for engineers who dive in to IoT will undoubtedly 
give way to well-worthwhile benefits. Making things has never 
been more exciting.
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Autodesk® Fusion Connect is an enterprise Internet of Things (IoT) cloud service that helps manufacturers to 
connect, analyze, and manage their products. It virtualizes machines, links them with reporting devices, and through 
analytics, unlocks the data trapped inside — utilizing the unlimited computing power of a cloud native architecture. 
With smart, connected machines, manufacturers can offer higher service levels, reduce asset downtime, and lower 
maintenance and material costs.

The Fusion Connect service provides everything businesses need to achieve these benefits, and do so in a matter 
of days. Befitting the Internet of Things, Fusion Connect is native to the cloud. It offers a no coding, drag-and-drop 
approach to IoT that enables users to innovate fast and without teams of programmers.

LEARN MORE  >

http://autodeskfusionconnect.com/
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