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Effective Date: November 13, 2024

The Autodesk for Government Offerings are FedRAMP Moderate authorized Offerings, and their use is
subject to the following requirements and restrictions (the “Autodesk for Government Terms”):

1. The following provisions of the General Terms are hereby modified as follows:

a. Section 8 (Offerings): The Autodesk for Government Offerings are designed for use by
United States Government, State Government, Local Government, Tribal Governments,
U.S. Public Education, U.S. Government contractors, Federally Funded Research
Development Centers (FFRDC) or Department of Homeland Security Critical
Infrastructure entities as listed in National Security Memorandum (NSM) 22 dated April
30, 2024. Certain data from Autodesk for Government Offerings, such as project and
identity data, will be segregated and stored separately from data from other Autodesk
Offerings.

b. Section 11 (Limitations on Use): The Autodesk for Government Offerings are designed
to accommodate upload, submission and sharing of certain types of controlled
unclassified information and other sensitive information consistent with a FedRAMP
Moderate environment, subject to the additional restrictions in these Autodesk for
Government Terms.

2. The Autodesk for Government Offerings are authorized at a FedRAMP Moderate level of
security only. They have not been assessed or designed for compliance with other federal
security standards, including Department of Defense Security Requirements Guide Impact
Levels, Internal Revenue Service Publication 1075, the Department of Justice Criminal Justice
Information Services Security Policy, or other requirements. If Your information and data require
the protection of a FedRAMP High security environment or other supplemental security
protections, they should not be uploaded to any of the Autodesk for Government Offerings. In
addition, the Autodesk for Government Offerings are not suitable for storage of International
Traffic and Arms Regulation (ITAR) export-controlled information or data, or any other export-
controlled information or data to which access is restricted to U.S. Persons as that term is
defined in 22 C.F.R. § 120.62.

3. The data and information that You upload to the Autodesk for Government Offerings may not
reside exclusively in the United States. If Your information or data must remain in the United
States, You should not use any of the Autodesk for Government Offerings for storage of such
information or data.

4. By using the Autodesk for Government Offerings, You agree to fully comply with the detailed
customer responsibility matrix available in Autodesk’s FedRAMP package or otherwise provided
at time of service. You are required to ensure that these controls, configurations, and settings
are appropriately implemented prior to Your use of the Autodesk for Government Offerings.
We highlight just a few of these requirements below:



Shared Responsibilities

The following chart and more detailed explanations below outline some of the shared

responsibilities of the parties:

Interconnection

140-2 compliant

Responsibility Autodesk You

Data Classification | N/A Always Your
responsibility

Client & End-Point | N/A Always Your

Protection responsibility

Identity & Access | Autodesk as cloud service | You as identity provider

Management provider (“CSP”) (“1dP”)

Application Level | Autodesk provides You as account

Control application security administrator

Network Autodesk provides FIPS You are responsible for

using and connecting to

endpoints only FIPS 140-2
compliant end-points.
Host Always Autodesk’s N/A
Infrastructure responsibility

Data Classification

You are solely responsible for data classification and Your appropriate usage of Autodesk for
Government Offerings for data requiring protection at or below the FedRAMP Moderate level.
You are solely responsible for determining what data to share with and store in the Autodesk for
Government Offerings.

Autodesk personnel will have no access to customer data in the Autodesk for Government
Offerings, except as specifically authorized by You in connection with customer technical
support processes, subject to the requirements and restrictions regarding technical supportin
these Autodesk for Government Terms.

Client & End Point Protection
You are solely responsible for end-point controls such as time-out settings, anti-virus protection
and any other end-point protection controls.

Identity and Access Management

You as identity provider (or through Your IdP of choice), are responsible for SSO with the
Autodesk for Government Offerings, and Autodesk, the Cloud Service Provider is responsible for
accepting the validated SSO exchange with the IdP and providing the services to the user as
identified by the SSO SAML Assertion.

Granting and providing access to projects located in Your own environment in the Autodesk for
Government Offerings is always Your responsibility. You will ensure the appropriate level of
security controls for Your employees, vendors, contractors, and other parties when accessing
the Autodesk for Government Offerings.



Application Level Control

You are the administrator of Your own environment within the Autodesk for Government
Offerings. Project roles and responsibilities are defined by Your administrator, who is
responsible for granting access to Your contractors, subcontractors, and partners.

Autodesk is responsible for securing the infrastructure and applications within the Autodesk for
Government Offerings to support Your administrator.

Network Interconnection

Autodesk provides FIPS 140-2 compliant endpoints for connection to the Autodesk for
Government Offerings. You are responsible for using and connecting to only FIPS 140-2
compliant end-points.

Host Infrastructure
Autodesk and its leveraged third-party service providers are responsible for the security of the
host infrastructure components.

Notwithstanding anything contained in the General Terms, any Additional Agreement, or any
description of subscription Benefits associated with Your Autodesk plan or otherwise, Autodesk
will provide Standard Support for Your subscriptions to the Autodesk for Government Offerings,

as modified by these Autodesk for Government Terms. You agree to follow all instructions and
perform any preliminary troubleshooting or problem analysis procedures, and to comply with
any operational and procedural limitations or requirements, related to the Autodesk for
Government Offerings that are made available by Autodesk. Even if storage of the information
is permitted within the Autodesk for Government Offerings by these Autodesk for Government
Terms, You must not, and must ensure that your Authorized Users do not, include or disclose
any classified information, controlled unclassified information, export-controlled information, or
other sensitive information requiring special access or dissemination protections in, or in
relation to, any support request relating to the Autodesk for Government Offerings.


https://www.autodesk.com/company/terms-of-use/en/general-terms
https://www.autodesk.com/company/terms-of-use/en/subscription-benefits
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