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Independent Service Auditor’s Report 

To:  Autodesk, Inc. (“Autodesk”) 

Scope 

We have examined Autodesk’s accompanying assertion titled “Assertion of Autodesk, Inc. Management” 

(assertion) that the controls within Autodesk’s Cloud Products and Infrastructure System (system) were 

effective throughout the period November 1, 2024 to October 31, 2025, to provide reasonable assurance 

that Autodesk’s service commitments and system requirements were achieved based on the trust services 

criteria relevant to security, availability, and confidentiality (applicable trust services criteria) set forth in TSP 

Section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and 

Privacy (With Revised Points of Focus—2022), in AICPA, Trust Services Criteria. 

The description of the boundaries of the system indicates that complementary user entity controls that are 

suitably designed and operating effectively are necessary, along with controls at Autodesk, to achieve 

Autodesk’s service commitments and system requirements based on the applicable trust services criteria. 

The description of the boundaries of the system presents the complementary user entity controls assumed 

in the design of Autodesk’s controls. Our examination did not include such complementary user entity 

controls and we have not evaluated the suitability of the design or operating effectiveness of such controls.  

Autodesk uses subservice organizations to provide supporting infrastructure, security, and authentication 

services. The description of the boundaries of the system indicates that complementary subservice 

organization controls that are suitably designed and operating effectively are necessary, along with controls 

at Autodesk, to achieve Autodesk’s service commitments and system requirements based on the applicable 

trust services criteria. The description of the boundaries of the system presents the types of complementary 

subservice organization controls assumed in the design of Autodesk’s controls. Our examination did not 

include the services provided by the subservice organizations, and we have not evaluated the suitability of 

the design or operating effectiveness of such complementary subservice organization controls.  

Service Organization’s Responsibilities 

Autodesk is responsible for its service commitments and system requirements and for designing, 

implementing, and operating effective controls within the system to provide reasonable assurance that 

Autodesk’s service commitments and system requirements were achieved. Autodesk has also provided the 

accompanying assertion about the effectiveness of controls within the system. When preparing its 

assertion, Autodesk is responsible for selecting, and identifying in its assertion, the applicable trust services 

criteria and for having a reasonable basis for its assertion by performing an assessment of the effectiveness 

of the controls within the system. 

Service Auditor’s Responsibilities 

Our responsibility is to express an opinion, based on our examination, on management’s assertion that 

controls within the system were effective throughout the period to provide reasonable assurance that the 

service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Our examination was conducted in accordance with attestation standards 

established by the American Institute of Certified Public Accountants. Those standards require that we plan 

and perform our examination to obtain reasonable assurance about whether management’s assertion is 

fairly stated, in all material respects. We believe that the evidence we obtained is sufficient and appropriate 

to provide a reasonable basis for our opinion. 
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We are required to be independent and to meet our other ethical responsibilities in accordance with relevant 

ethical requirements relating to the engagement. 

Our examination included: 

 Obtaining an understanding of the system and the service organization’s service commitments and 

system requirements. 

 Assessing the risks that controls were not effective to achieve Autodesk’s service commitments 

and system requirements based on the applicable trust services criteria. 

 Performing procedures to obtain evidence about whether controls within the system were effective 

to achieve Autodesk’s service commitments and system requirements based on the applicable trust 

services criteria.  

Our examination also included performing such other procedures as we considered necessary in the 

circumstances. 

Inherent Limitations 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility 

of human error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that 

the service organization’s service commitments and system requirements were achieved based on the 

applicable trust services criteria. Also, the projection to the future of any conclusions about the effectiveness 

of controls is subject to the risk that controls may become inadequate because of changes in conditions or 

that the degree of compliance with the policies or procedures may deteriorate. 

Opinion 

In our opinion, management’s assertion that the controls within Autodesk’s Cloud Products and 

Infrastructure System were effective throughout the period November 1, 2024 to October 31, 2025, to 

provide reasonable assurance that Autodesk’s service commitments and system requirements were 

achieved based on the applicable trust services criteria if complementary subservice organization controls 

and complementary user entity controls assumed in the design of Autodesk’s controls operated effectively 

throughout that period is fairly stated, in all material respects. 

 
Louisville, Colorado 

December 12, 2025
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Autodesk, Inc.  One Market, Ste. 400 San Francisco, CA 94105 USA 

Phone +1 (415) 356-0700 autodesk.com 

Assertion of Autodesk, Inc. (“Autodesk”) Management 
 

We are responsible for designing, implementing, operating and maintaining effective controls within 

Autodesk’s Cloud Products and Infrastructure System (system) throughout the period November 1, 2024 

to October 31, 2025, to provide reasonable assurance that Autodesk’s service commitments and system 

requirements were achieved based on the trust services criteria relevant to security, availability, and 

confidentiality (applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services Criteria 

for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus—

2022), in AICPA, Trust Services Criteria. Our description of the boundaries of the system is presented in 

attachment A and identifies the aspects of the system covered by our assertion. 

The description of the boundaries of the system indicates that complementary user entity controls that are 

suitably designed and operating effectively are necessary, along with controls at Autodesk, to achieve 

Autodesk’s service commitments and system requirements based on the applicable trust services criteria. 

The description of the boundaries of the system presents the complementary user entity controls assumed 

in the design of Autodesk’s controls.  

Autodesk uses subservice organizations for supporting infrastructure, security, and authentication services. 

The description of the boundaries of the system indicates that complementary subservice organization 

controls that are suitably designed and operating effectively are necessary, along with controls at Autodesk, 

to achieve Autodesk’s service commitments and system requirements based on the applicable trust 

services criteria. The description of the boundaries of the system presents the types of complementary 

subservice organization controls assumed in the design of Autodesk’s controls. The description of the 

boundaries of the system does not disclose the actual controls at the subservice organizations.  

We have performed an evaluation of the effectiveness of the controls within the system throughout the 

period November 1, 2024 to October 31, 2025, to provide reasonable assurance that Autodesk’s service 

commitments and system requirements were achieved based on the applicable trust services criteria if 

complementary subservice organization controls and complementary user entity controls assumed in the 

design of Autodesk’s controls operated effectively throughout that period. Autodesk’s objectives for the 

system in applying the applicable trust services criteria are embodied in its service commitments and 

system requirements relevant to the applicable trust services criteria. The principal service commitments 

and system requirements related to the applicable trust services criteria are presented in attachment B.  

There are inherent limitations in any system of internal control, including the possibility of human error and 

the circumvention of controls. Because of these inherent limitations, a service organization may achieve 

reasonable, but not absolute, assurance that its service commitments and system requirements are 

achieved. 

We assert that the controls within the system were effective throughout the period November 1, 2024 to 

October 31, 2025, to provide reasonable assurance that Autodesk’s service commitments and system 

requirements were achieved based on the applicable trust services criteria. 

 
Autodesk, Inc.
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Type of Services Provided 
Autodesk, Inc. (“Autodesk” or the “Company”), develops three dimensional (3D) design, engineering, and 

entertainment software. Autodesk’s broad portfolio allows companies across different sectors to use 

integrated tools for design, simulation, collaboration, production, and more. 

The boundaries of the system in this section details Autodesk’s Cloud Products and Infrastructure System. 

Any other Company services are not within the scope of this report.  

Autodesk’s Cloud Products and Infrastructure System includes the following: 

Product Family Product Feature and Supporting Services Description 

Autodesk Docs 

(includes BIM360 Docs) 

Document Management  Autodesk Docs provides a central, 

cloud-hosted location where project 

teams can store, manage, review, 

and share two dimensional (2D)/3D 

design files and construction 

documents. 

Issues  

Apps  

Account Administration 

Locations 

Reports 

Document Data Service  

Microsoft Office File Access Service  

Command Processor   

Data Connector 

Document Permission Service  

BIM 360 Markups Service  

BIM 360 HQ  

 BIM 360 Account Administration 

ACC Share link  

BIM 360 Docs 

 BIM 360 Document Management 

 BIM 360 Issues  

 BIM 360 Apps  

 BIM 360 Locations  

 BIM 360 Reports  

 BIM 360 Document Data Service  

 BIM 360 Microsoft Office File Access 

Service  

 BIM 360 Data Connector  

 BIM 360 Cost Management  

 BIM 360 Field Management  

 BIM 360 Insight  

 BIM 360 Project Management  

 Assets 

BIM360 Docs is Autodesk’s earlier-

generation cloud-based document 

management platform designed for 

architecture, engineering, and 

construction (AEC) projects. 
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Product Family Product Feature and Supporting Services Description 

Autodesk Build ACC PDF Export Service  Autodesk Build is Autodesk’s 

construction management software 

within the Autodesk Construction 

Cloud (ACC). 

It combines project management, 

quality, safety, and field collaboration 

tools into one unified platform. 

ACC Sheet Service 

ACS Scheduling Service  

Cost Management  

Field Management 

Insight  

 BIM 360 IQ 

 BIM 360 ML API 

Project Management  

Sheets 

Schedule 

ACC Autospecs 

ACC Specifications tool  

Request for Information (RFIs)  

Correspondence  

PlanGrid 

BIM360 Build 

Autodesk BIM 

Collaborate 

BIM 360 Coordinate 

 Model Coordination 

Autodesk BIM Collaborate is 

Autodesk’s cloud-based collaboration 

and coordination platform for design 

and preconstruction teams. It helps 

architects, engineers, and project 

stakeholders coordinate models, 

manage design changes, and detect 

clashes in a shared, cloud-hosted 

environment. 

Design Collaboration  

Autodesk BIM 

Collaborate PRO 

Revit Cloud Models  Autodesk BIM Collaborate Pro is 

Autodesk’s full-featured cloud 

collaboration platform for design 

teams, built on ACC. It includes 

everything in Autodesk BIM 

Collaborate, plus added capabilities 

for real-time coauthoring of design 

models in Revit, Civil 3D, and Plant 

3D. 

Collaboration for AutoCAD Plant 3D  

Revit Cloud Model Upgrade 
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Product Family Product Feature and Supporting Services Description 

BIM 360 Design BIM 360 Design Collaboration  Autodesk BIM 360 Design is an 

Autodesk’s legacy cloud collaboration 

product that allows distributed design 

teams to co-author Revit models in 

the cloud within the BIM 360 

environment. 

Revit Cloud Models  

Collaboration for AutoCAD Plant 3D  

Revit Cloud Model Upgrade 

BIM 360 Plan 

Building Connected Building Connected Pro Autodesk BuildingConnected is 

Autodesk’s preconstruction and bid 

management platform used by 

general contractors, subcontractors, 

and owners to manage bidding, 

qualifications, and supplier 

communication. 

Bid Board Pro 

TradeTapp 

InfraWorks InfraWorks Autodesk InfraWorks is Autodesk’s 

conceptual and preliminary design 

software for infrastructure projects 

such as roads, highways, bridges, 

drainage systems, land development, 

and city-scale planning. 

InfraWorks Model Storage Service 

Water Life Cycle 

(Innovyze) 

Info360 Asset Autodesk’s end-to-end solution for 

water infrastructure planning, 

modeling, and operations—

connecting design, simulation, and 

management of water networks. 

Info360 Insight 

Info360 Plant 

Autodesk Platform 

Services 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

Activities  A collection of cloud application 

programming interfaces (APIs) and 

services that let developers build 

apps, integrations, and automations 

on top of Autodesk’s data and 

products. 

ACE Services  

ACM  

Autodesk Identity 

CloudOSv2  

Comments 

CSEv2  

Derivative Services  

Content 

Data 

DM  

Eventing Service L3   

Schema 

Webhooks  

Workflows 

Helium 
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Product Family Product Feature and Supporting Services Description 

  

  

  

  

  

  

  

  

  

Identity 

 Identity Business API 

 Authz and PingFederate 

 System Cross-domain Identity 

Management (SCIM) 

 ID Eventing 

Notifications Service 

OSS  

Nucleus  

Mailer  

Data L2 Collection Service  

Search 2.0  

Translation Services 

WIPDM  

Data L2 File System  

Data Exchange  

API Management Locale  

Stargate 

FDXSGQL Forge Data Exchange GraphQL  

ACC NGI - Next Gen Issues   

Autodesk Data Platform (ADP)/Autodesk ML 

Platform (AMP) 

 AEC Orchestration 

 ADP - Core Services 

 ADP Astronomer 

 ADP Control Plane 

 ADP Central Data Lake 

 ADPPA-ase-internal 

 AMPS 

 AMPSTRN 

 AMPSDEMO AMP Inference Services 

 Spindle 

A cloud platform for securely storing, 

accessing, and analyzing Autodesk 

data, with built-in machine learning 

tools to create smarter workflows and 

insights across Autodesk solutions. 

AEC Data Model Change Data Capture Platform A unified, standardized data schema 

for AEC data—designed to make 

project information consistent, 

connected, and interoperable across 

Autodesk tools. 

Parameters Service 

AEC Data Service 

AEC Data Model API AIMSGraphQL 

L2 Asset Graph Non-Relational  
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Product Family Product Feature and Supporting Services Description 

Autodesk Takeoff   A cloud-based 2D and 3D quantity 

takeoff tool that helps estimators 

create accurate material quantities by 

combining models, drawings, and 

automated measurement workflows. 

Upchain  A cloud Product Lifecycle 

Management (PLM) system that 

helps product development teams 

manage CAD files, revisions, Bill of 

Materials (BOM)s, and engineering 

change processes collaboratively. 

Autodesk Flow Capture 

(Moxion) 

 A cloud platform for film and TV 

production teams that captures, 

reviews, and shares high-quality on-

set footage instantly, enabling real-

time collaboration from camera to 

postproduction. 

The Components of the System Used to 

Provide the Services 
The boundaries of Autodesk’s Cloud Products and Infrastructure System are the specific aspects of the 

Company’s infrastructure, software, people, procedures, and data necessary to provide its services and 

that directly support the services provided to customers. Any infrastructure, software, people, procedures, 

and data that indirectly support the services provided to customers are not included within the boundaries 

of Autodesk’s Cloud Products and Infrastructure System. 

The components that directly support the services provided to customers are described in the subsections 

below. 

Infrastructure 

The Company utilizes Amazon Web Services (AWS), Snowflake, and MongoDB to provide the resources 

to host Autodesk’s Cloud Products and Infrastructure System. The Company leverages the experience and 

resources of AWS and MongoDB to scale quickly and securely as necessary to meet current and future 

demand. However, the Company is responsible for designing and configuring Autodesk’s Cloud Products 

and Infrastructure System architecture within AWS and MongoDB to ensure the availability, security, and 

resiliency requirements are met. 

The in-scope hosted infrastructure also consists of multiple supporting tools, as shown in the table below: 

Infrastructure 

Amazon Elastic Compute Cloud (Amazon EC2) 

Amazon Elastic Container Service (Amazon ECS) 

AWS Identity and Access Management (IAM) 

Amazon Simple Storage Service (Amazon S3) 
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Infrastructure 

Amazon Relational Database Service (Amazon RDS) 

Amazon Virtual Private Cloud (Amazon VPC) 

Amazon Dynamo DB (DDB) 

MongoDB 

Software 

Software consists of the programs and software that support Autodesk’s Cloud Products and Infrastructure 

System operating systems and databases. The list of software and ancillary software used to build, support, 

secure, maintain, and monitor Autodesk’s Cloud Products and Infrastructure System include the following 

business functions: 

 Operating System 

 Database 

 Security monitoring 

 Security monitoring and endpoint protection 

 Availability monitoring 

 Asset Management 

 Anti-virus/anti-malware solution 

 Multi-factor authentication (MFA) 

 Centralized source code control system 

 Ticketing system 

 Human Resources (HR) Management System 

 File Management 

 Domain Driven Design (DDD) 

 Key management 

 Cloud security 

 IAM service 

 Security management 

People 

The Company develops, manages, and secures Autodesk’s Cloud Products and Infrastructure System via 

separate departments. The responsibilities of these departments are defined in the following table: 

People 

Group/Role Name Function 

Executive Leadership 

Team 

Responsible for overseeing company-wide activities, establishing and accomplishing 

goals, and managing objectives. 
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People 

Group/Role Name Function 

Sales, Marketing, 

Customer Success, and 

Digital Platform and 

Experience 

Responsible for customer experience including customer support, sales management, 

brand experience, and user experience, and builds and maintains key Company 

platforms. 

Architecture, Engineer, 

and Construction 

Solutions 

Responsible for supporting AEC customers by delivering end to end CAD and BIM 

solutions, inclusive of early-stage planning, design, and construction. 

Platform Services and 

Emerging Technologies 

Responsible for platform services including emerging technology, platform customer 

support, and platform access management. 

Product Development 

and Manufacturing 

Solutions (PDMS) 

Responsible for driving aggressive growth by delivering exceptional experiences that 

help customers in the design and manufacturing industry achieve the new possible 

with converged design and make processes that include: 

 Build, test, and deploy code 

 Manage access 

Entertainment and Media 

Solutions 

Responsible for entertainment and media solutions products including customer 

support and managing access to that suite of products and services. 

People and Places (PPL) Responsible for attracting, developing, supporting, and retaining the workforce needed 

to achieve Autodesk objectives. PPL partners with leaders across the business to 

ensure the organization is staffed with skilled talent; employees are supported through 

every stage of the employment lifecycle; and policies and processes align with legal, 

ethical, and cultural expectations. 

Legal and Government 

Affairs 

Responsible for protecting the Company’s legal interests, ensuring compliance with 

applicable laws and regulations, and shaping the Company’s external operating 

environment through strategic public policy engagement. This organization acts as a 

trusted advisor to leadership, guiding decision-making, mitigating risk, supporting 

ethical business practices, and influencing governmental and regulatory outcomes 

that impact the Company and its customers. 

Finance Responsible for ensuring the Company’s financial health by planning, managing, 

analyzing, and reporting financial performance. Finance partners with business 

leaders to drive strategic decision-making, ensure efficient use of resources, 

safeguard company assets, and maintain compliance with accounting standards and 

regulatory requirements.  

Procedures 

Procedures include the automated and manual procedures involved in the operation of Autodesk’s Cloud 

Products and Infrastructure System. Procedures are developed and documented by the respective teams 

for a variety of processes, including those relating to product management, engineering, technical 

operations, security, information technology (IT), and HR. These procedures are drafted as a part of the 

security policies and are updated and approved as necessary for changes in the business, but at least 

annually.  

 Security Policy 

 Access Control Policy 

 Business Continuity and Disaster Recovery Standard 
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 Network Configuration and System Hardening Standard 

 Data Classification Standard 

 DataLoss Prevention Standard 

 IT Asset Management Standard 

 Security Incident Management Standard 

 Security Logging and Monitoring Standard 

 Security Risk Management Standard  

 Security Software Development Lifecycle (SSDLC) and Change Management Standard 

 Security Training and Awareness Standard 

 Third Party Security Risk Management Standard 

 Vulnerability Management Standard 

 Cloud Infrastructure Data Destruction Guidelines 

Data 

Data includes electronic data or information uploaded to Autodesk’s in-scope products by customers (also 

referred to as user entities). This data is considered confidential information for the purposes of this report. 

Confidential data is protected based on risk throughout its full lifecycle from unauthorized use, loss, or 

acquisition from an unauthorized party. Customer data is managed, processed, and stored in accordance 

with relevant data protection and other regulations and with specific requirements formally established in 

client contracts. Autodesk Trust has an established framework and policies based on legal, statutory, and 

regulatory requirements to govern its data. 

Cryptographic controls are implemented, as deemed necessary by the data classification. Trust has 

established framework and policies based on PCI DSS requirements.  

Content, a subset of Data, includes files, designs, models, data sets, images, documents, or similar material 

submitted or uploaded to the in-scope products by user entities; and user entity specific output generated 

from the in-scope products, if any, based on the user entities’ own raw data or information. Content is 

considered confidential information for the purposes of this report. 

Customers maintain ownership of and responsibility for their Content and responsibility for their conduct 

while using Autodesk’s in-scope products. Autodesk’s in-scope products provide the ability to create, 

submit, post, or otherwise make Customer Content available to Autodesk and/or others. Autodesk 

personnel will not access Customer Content except (a) as part of providing, maintaining, securing, or 

modifying in-scope products; (b) at the Customer’s request or with Customer consent as part of addressing 

or preventing a service, support, or technical issue; or (c) in connection with legal obligations or 

proceedings. 

Autodesk also maintains internally generated information and configuration data (referred to as Operational 

Data) from the normal operations of the systems.  

The Company has deployed secure methods and protocols to protect the transmission of confidential and 

sensitive information over public networks. Encryption is enabled for databases housing sensitive customer 

data. 

Autodesk has procedures in place to securely delete customer data upon request or when customers leave 

the service in accordance with its data deletion commitments to its customers.  
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Complementary User Entity Controls (CUECs) 
The Company’s controls related to Autodesk’s Cloud Products and Infrastructure System cover only a 

portion of overall internal control for each user entity of Autodesk’s Cloud Products and Infrastructure 

System It is not feasible for the service commitments, system requirements, and applicable criteria related 

to the system to be achieved solely by the Company. Therefore, each user entity’s internal control should 

be evaluated in conjunction with the Company’s controls, taking into account the related CUECs identified 

for the specific criterion. In order for user entities to rely on the controls reported herein, each user entity 

must evaluate its own internal control to determine whether the identified CUECs have been implemented 

and are operating effectively. 

The CUECs presented should not be regarded as a comprehensive list of all controls that should be 

employed by user entities. Management of user entities is responsible for the following: 

Criteria Complementary User Entity Controls 

CC2.2 

CC2.3 

 User entities are responsible for understanding and complying with their security and 

confidentiality contractual obligations to Autodesk.  

CC6.1 

CC6.2 

CC6.3  

 User entities are responsible for the establishment and termination of user accounts within 

Autodesk. 

CC6.1  User entities are responsible for keeping their user account credentials secure in Autodesk. 

 User entities are responsible for restricting access and distribution of reports generated from 

Autodesk.  

 Customers are responsible for setting password requirements for their internal users. 

CC6.1 

C1.1 

C1.2 

 Customers are responsible for the management of files and permissions within their projects. 

CC6.2 

CC6.3 

 Customers are responsible for provisioning, deprovisioning, and reviewing the list of users 

within their projects. 

CC2.2 

CC2.3 

CC7.3 

CC7.4 

CC7.5 

 User entities are responsible for communicating relevant security, availability, and 

confidentiality issues and incidents to Autodesk through identified channels. 

CC6.1 

CC6.7 

 User entities are responsible for the management of their data uploaded to Autodesk’s Cloud 

Products and Infrastructure System, including the movement and deletion of that data. 

CC9.1 

A1.2 

A1.3 

 User entities are responsible for developing their own business continuity plans that address 

their inability to access or utilize Autodesk’s Cloud Products and Infrastructure System. 
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Subservice Organizations and Complementary 

Subservice Organization Controls (CSOCs) 
Autodesk has contracted with subservice organizations in support of its in-scope products’ system to 

provide supporting infrastructure, security, and authentication services. The controls relating to the physical 

security, infrastructure maintenance, and network availability of the subservice organizations have been 

carved out of the scope of Autodesk’s SOC 2 Type II report. 

Company management receives and reviews the AWS, MongoDB, Snowflake, SentinelOne, CrowdStrike, 

and Microsoft Entra ID/MS Authenticator SOC 2 reports annually. In addition, through its operational 

activities, Company management monitors the services performed by AWS, MongoDB, Snowflake, 

SentinelOne, CrowdStrike, and Microsoft Entra ID/MS Authenticator to determine whether operations and 

controls expected to be implemented are functioning effectively. Management also communicates with the 

subservice organizations to monitor compliance with the service agreements, stay informed of changes 

planned at the hosting facilities, and relay any issues or concerns to AWS, MongoDB, Snowflake, 

SentinelOne, CrowdStrike, and Microsoft Entra ID/MS Authenticator management.  

It is not feasible for the service commitments, system requirements, and applicable criteria related to 

Autodesk’s Cloud Products and Infrastructure System to be achieved solely by the Company. Therefore, 

each user entity’s internal control must be evaluated in conjunction with the Company’s controls, taking into 

account the related CSOCs expected to be implemented at AWS, MongoDB, Snowflake, SentinelOne, 

CrowdStrike, and Microsoft Entra ID/MS Authenticator as described below. 

Criteria  Complementary Subservice Organization Controls  

CC6.1 

C1.1 

 AWS, MongoDB, and Snowflake should encrypt databases in their control. 

CC6.4  AWS, MongoDB, and Snowflake should restrict data center access to authorized personnel. 

 AWS, MongoDB, and Snowflake should monitor data centers 24/7 by closed circuit cameras and 

security personnel. 

CC6.5 

C1.2 

 AWS, MongoDB, and Snowflake should securely decommission and physically destroy 

production assets in its control. 

CC6.8  CrowdStrike and SentinelOne should have updated intelligence and protection mechanisms in 

place to prevent or detect unauthorized or malicious software installed on the in-scope systems. 

CC7.2 

A1.2 

 AWS, MongoDB, and Snowflake should install fire suppression and detection and environmental 

monitoring systems at the data centers. 

 AWS, MongoDB, and Snowflake should protect data centers against a disruption in power supply 

to the processing environment by an uninterruptible power supply (UPS). 

 AWS, MongoDB, and Snowflake should oversee the regular maintenance of environmental 

protections at its data centers. 

CC9.1 

A1.2 

 AWS, MongoDB, and Snowflake should notify the Company in the event of database replication 

failure. 

 AWS, MongoDB, and Snowflake should notify the Company in the event of database backup 

failure. 

A1.1 

A1.2 

A1.3 

 Microsoft Entra ID/MS Authenticator is responsible for notifying the Company of availability 

disruption. 
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Principal Service Commitments and System 

Requirements 
Autodesk designs its processes and procedures related to in-scope products and platform services to meet 

security, availability, and confidentiality objectives. Those objectives are based on the service commitments 

that Autodesk makes to user entities; the laws and regulations that govern the provision of Autodesk’s 

services; and the financial, operational, and compliance requirements that Autodesk has established for 

their services.  

Commitments to user entities are documented and communicated in the Privacy Statement, Data 

Processing Addendum, and Terms of Use, as well as in the description of the service offering provided 

online. Security, availability, and confidentiality commitments are standardized and include, but are not 

limited to, the following:  

Trust Services 
Category 

Service Commitments System Requirements 

Security  Autodesk will maintain administrative, 

technical, and physical safeguards designed 

to protect to the security, confidentiality, and 

availability of customer data. 

 Upon becoming aware of a security incident, 

Autodesk will notify the customer promptly. 

 Employee provisioning and 

deprovisioning standards 

 Logical access controls 

 Risk assessment standards 

 Change management controls 

 Monitoring controls 

 Employee security training 

 Intrusion detection standards 

 Encryption standards 

Availability  Autodesk will maintain the availability of the 

services. 

 Backup standards 

 Business continuity standards 

 Disaster recovery testing standards 

Confidentiality  Autodesk will use the same degree of 

reasonable care over customer confidential 

information that it uses to protect its own 

confidential information. 

 Autodesk will not use or disclose the 

customer’s confidential information for any 

purpose other than those listed in the Terms 

of Use. 

 Upon termination or expiration of the 

agreement, Autodesk will either delete or 

return all customer data unless required by 

law. 

 Data classification standards 

 Customer data deletion and retention 

standards 

 Employee confidentiality agreements 

 Vendor confidentiality agreements 

 


